Setting up SSO with
D2L |Brightspace

Learn how to set up a single-on with D2L Brightspace for the students at your school.

NOTE: We recommend that you ask your IT team to help you set this up.

OUTLINE:

Part 1. Creating an OAuth2 application

Part 2. Creating an External Link

Part 3. Enabling the Brightspace App in Edge Factor
Part 4. How Educators Can Add SSO to a Class/Course
Part 5. Creating a "Class Toolkit" dropdown
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Part 1. Creating an OAuth2 application

Step 1. Open Extensions

Begin by logging into Brightspace. Then click the gear icon in the top right hand corner. From the
drop-down list, click "Manage Extensibility".
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Step 2. Register an OAuth 2.0 Application
Click on the OAuth 2.0 tab. Then click the "Register an app" button.
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Step 3. Fill Out the Form

Input the following information. Then click the "Register" button.

Application Name: Edge Factor
Redirect URL: https://edgefactor.com/rostering/d2L_lti.aspx

content:*:* core:*:* enrollment:*:* globalusermapping:*:* grades:*:*
Scope:

role:*:* user:*:*

Access Token

72000
Lifetime:

Description: Edge Factor OAuth2 Connection

External Learni Remote Pluging wPortfolio Insights Portal Data Hub Dashboard Cou.
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his st containg CiAuth 2.0 applications registered by your institud
Application Name* /

Edge Factor
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Redirect URI®

https:fedgefactor.com/rostering/d2l_Iti.aspx
Scope”
content:":" core:":" enroliment:":" globalusermapping:*:" grades:":" role:":" user:":"

Access Token Lifetime (seconds)”

72000

Description

Connect with Edge Factor to begin your journey

~/ Prompt for user consent
~/ Enable refresh tokens

f 1accept the Non-Commercial Developer Agreement®
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Step 4. Outcome

Your result will be similar to the results seen below.

3]

i

D
D
=
S

®@ & © w 5 @

External Losarn Remoile Pluging sPortfalio Insights Portal Crata Hulbs Cashboard Cou
1D Key Authorization Onuth 2.0 LTI Advantage
Thes Het cortains OAsh 2.0 appiications registered by your institytion,
Dtk Apps Ed ior LTI

Edit

Application Name
Edge Factor LTI

Client ID
5750 ddi-of - — <1 o

Client Secret

olughbeaQWna0ODH 7L - °
Description

Cannect with Edge Factor to begin your journey
Redirect URI

hitps: Fedgefactor.com/rostering/d 2]_IH.aspx

Access Token Lifetime [seconds)
72000

Scope
content:":" core:":" enrallment:":" globalusermapping:™:" grades:":" role:":" user:":"

Prompt For User Consent?
Lrue

Enable refresh tokens

rue

You will need to use the Client ID and Client Secret to setup the Brightspace app within Edge
Factor. You may want to keep this page open in another tab so that you can easily copy and

paste them when you complete Part 3.
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Step 1. Load Your External Learning Tools
While you are still logged into Brightspace, click the gear icon in the top right hand corner. From

the drop-down click on “External Learning Tools”.
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Step 2. Create a New Learning Tool Link
Click the "Manage External Learning Tool Links" tab. Then click the "New Link" button.
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Step 3. Fill in the Link Form

Input the following information. Then click the "Save and Close" button.

Title:

URL:
Description:
Visibility:
Key/Secret:

Key:
Secret:

Custom Parameters:

Security Settings:

Make link available to:

Click “Add Org Units™:

Edge Factor Login
https://edgefactor.com/rostering/d2l_access.aspx
Login to Edge Factor

Check “Allow users to view this link”

Check "Sign messages with key/secret with"
Check “Tool consumer key/secret”

Leave blank
Leave blank
Leave blank

Check “Use link security settings”
Check all boxes under this header.

NQOTE: If your district uses the Org Defined ID field to store a users Ministry Education
Number or OEN please uncheck "Org Defined ID".

Check “Current Org Unit: <your org name>"
Select all of the departments (i.e. Arts, Technology, etc.), be sure to select “All descendants”.

This will allow all classes in those departments access to the Edge Factor platform.
(Note, If you click the "show search options" you can filter to show only departments.)

New Link
Properties
Tithe *
| Title
URL*
| LTI URL DESTINATION provided by Edge Factor
Descripion
O & &£ v Paagaph ~ BT v = iZ w | FontFamily w  Font ~ ®H -
v v R 4
Visbitey
[v] Allow users to view this link
Key/Secret
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Custom Parameters

Nao items found.

+ Add custom parameters | 1

Security Settings

() se tool provider security settings

Add Org Units

Q, | Show Scarch Cotions

12 Search Results Clear Search

Mame &, Code Type Cptiors

@ All descendants

() gescendants of type

o edgefactor, edzrfactor Dxpartmeat
s
edgefactor Course 1, Course
sdgefactort Offering
m s
L A P G SMB L e Is &

The Course Offering: edgefactor Course 10
The Course Offering: edgefactor Course 2
The Course Offering: edgefactor Course 3
The Course Offering: edgefactor Course 4
The Course Offering: edgefactor Course 5
The Course Offering: edgefactor Course &
The Course Offering: edgefactor Course 7
The Course Offering: edgefactor Course 8

The Course Offering: edgefactor Course 9

X X X X X X X X X X

Every Org Unit under the Course Template: edgefactor Course Template

e Faneet

Step 4. Get the Tenant ID

Click the down arrow next to your new link, and click the option labeled “View Link Request”
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Step 5. Outcome
You should see a page like this. Scroll down until you find name="ext_d2|_tenantid”. You will

need this information for the next step.

<input type="hidden" name="tool_consumer_info_version" value="20.20.7.23095"> -
<input type="hidden" name="tool_consumer_info_product_family_code" value="desire2learn">

<input type="hidden" name="context_id" value="11658">

<input type="hidden" name="context_title" value="edgefactor">

<input type="hidden" name="context_label" value="edgefactor">

<input type="hidden" name="context_type" value="">

<input type="hidden" name="resource_link_title" value="Edge Factor Localhost">

<input type="hidden" name="resource_link_id" value="">

<input type="hidden" name="resource_link_description" value="Testing environment for logging into Edge Factor using the brightspace portal">
<input type="hidden" s_outcome_service_url” value="https:/partners.brightspace.com/d2l/le/Iti/Outcome”>

<input type="hidden" ti_version” value="LTI-1p0">

<input type="hidden" message_type" value="basic-Iti-launch-request">

<input type="hidden" nz course_offering_sourcedid” value="partners.brightspace.com:edgefactor">

<input type="hidden" s_course_section_sourcedid” value="partners brightspace.com:edgefactor">

<input type="hidden" ser_id” value="02ed2f2b-e17b-4067-a37%9-29c91171b3%96_6808">

<input type="hidden" oles” value="urn:lti:instrole:ims/lis/Administrator, Administrator">

<input type="hidden" s_person_name_given" value="edgefactor">

<input type="hidden" name="lis_person_name_family" value="Administrator">

<input type="hidden" name="lis_person_name_full" value="edgefactor Administrator">

<input type="hidden" name="lis_person_contact_email_primary" value="edgefactor.A1@partners.brightspace.com">

<input type="hidden xt_d2l_username” value="edgefactor.A1">

<input type="hidden" xt_d2l_orgdefinedid" value="edgefactor.A1">

<input type="hidden" xt_d2l_role" value="PartnerOrg"> o
<input type="hidden" name="ext_d2l_tenantid" value="41b632bé-ff74-4 T ' >

<input type="hidden" name="ext_tc_profile_url" value=Thitps:/partners brightspace.com/d2I/api/ext/1.0/Iti/tcservices">

<input type="hidden" name="ext_d2l_context_id_history" value="">

<input type="hidden" name="ext_d2l_resource_link_id_history" value="">

<input type="hidden" name="lis_result_sourcedid" value="7fébac5c-1b3b-44b3-ba7b-6c692660ce79">

<input type="hidden" name="ext_d2l_link_id" value="12015090">

<input type="hidden" name="ext_completion_url" value=""> -
<input type="submit" name="ext_basiclti_submit" value="Launch Endpoint with BasicLT| Data"> /
Submit

You may want to keep this page open in another tab so that you can easily copy and paste

the Tenant ID when you complete Part 3.

Step 1. Go to My Account
Login to the Edge Factor platform. Then click the gear icon in the top right hand corner and

select your organization from the list.

NOTE: If you're part of an IT team setting this up and do not have login credentials please

email .

My Infa

I Has the Edge School Paid

Logout
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Step 2. Open up Your Organization | Product | D2L Settings
1. Select the "PRODUCTS" tab
2. Select a Membership under the Product Settings section
3. Select the "SETTINGS" tab under that product
4

. Select the "D2L | SSO" section to open it
s & o Kl

the Edge School Paid

L

Product Settings

Step 3. Setup the D2L App
Paste in your Tenant ID, Client ID, Client Secret and your school board's Brightspace URL. When
you are finished, click the "Save" button and close the window.

The "Client ID" and the "Client Secret" was generated in Step 4 of Part 1.
The "Tenant ID" was generated in Step 5 of Part 2.

When adding the base URL please exclude the https:// and any additional slashes (/). Your

base URL will probably be similar to this: yourorganization.elearningontario.ca

Qeoegacron PRSI = a o Kl

Has the Edge School Paid
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Step 4. Testing

Head back into Brightspace and pull up your list of "External Learning Tools". Click on the
"dropdown" icon and select "Preview Link". This will log you into the Edge Factor platform.

Note: If you are a board admin with access to all of the D2L shells/courses it may take a few
minutes to load all of your information and sign you into Edge Factor. You may have to reload

the page a few times. The next time you login to the platform it will sign you in with a few

seconds.
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Step 1. Begin by opening up a course
Have the educator log into Brightspace and pull up the class where they want to use the Edge
Factor resources. At this point they can choose from an existing unit or create a new one.

Step 2a. Add a resource
Once you've opened up the course click the blue "Add Existing" button.

@D-lqnlc;:gc edgefactor Course 5 E§§ @'_-‘ @ E edgefactor Administratar {§}
Content External Leaming Tools (LTI)  Assessments ~  Course Tools ~  Dashboard Course  Special Link
i
0% Jidden Add Existing Croate N
L5 e ® e @ (] )
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Step 2b.

When you are asked what you want to add to the course, choose "external tool activity".

o

@ vrishtspace edgefactor Course 5 EEE @'_J @ a edgefactor Administrator @

Content External Learning Tools (LTI) Assessments v Course Tools v Dashboard Course  Special Link

Week 1 »

What would you like to add?

& @ & =1 2
K Google Drive OneDrive Assignment Discussion Quiz Checklist
4
28 ] a A4
External Tool ) SCORM/XAPI ‘on J“rd_a”k_Dee" C?L:"_C . ore
Activity Object Linking Quicklint
Quicklink Sample

--------------------------------------------------------------------------------------------------

__________________________________________________________________________________________________

To upload SCORM or xAPI files, click the SCORM icon

Cancel

Step 2c.

Choose "Edge Factor" from the list of learning tools.

Step 3.

Finally, make the resource visible to students by using the toggle in the top.

g @ 0 B

(©) erigmspace edgefactor Course 5

Content  External Learning Tools (LTI} Assessments ~  Course Tools ~  Dashboard Course  Special Link

0% didden Add Existin Create Niw. 4
Standards + Hew Unit -3 M ° -
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Week 1

H #) Edge Factor Sandbox 8

Engage and Prepare
Students

Explore how you can engage students and
prepare them to make an informed career

decision.

»  Measure Your Impact -~ 5 . Teach Skilled Trades
™ ’ ch

Promote Your School
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Step 4.
Click on the 3 dots in the top right hand corner and select Edit.

B brstrmpore edgefactor Course 5 EEE @'j Q m dpetactor Administraber @}

Content  External Learning Tools (LT1) Assessments ~ Course Toels »  Dashboard Course  Special Link
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Engage and Prepare
Students

Explore how you can engage students and
prepare them to make an informed career

decision.
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-

By continuing 16 use this Site you agreo Lo our use of cookias, privacy policy, and terms of use. JISEES

Then select "Open in a new tab" and click "Save". When you click the "Open Link" button it will

open a new tab and sign you into the Edge Factor platform.

() rightzpace edgefactor Course 5 B G A a edetactar Admirsiat

Content  External Learning Tools (LTI}  Assessments »  Course Tools ~  Dashboard Course  Special Link

0% : Hidden Create Mew
Standards 4 New Unit o 9 Hidde
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Open link in a new web browser tab.

Open Link
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Step 5.
The first time that teachers and students click on Edge Factor it will ask them to verify that they
want to sign into Edge Factor using their D2L account.

@i Welcome Jonathan Reitsma g2 2 0 ﬂ Seao &
© =2 R £ B
EdgeFactor Corpend DEoower Chechlist Chasaliss Grades AgdigrmeEnts Ciick Ewal

4%

r ' : u/ ' i m et
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= | Edge Factor

;EI lﬁl Edge Factor Login = Nt

Application Mame

Description

m ez

Note: If you are a board admin with access to all of the D2L shells/courses it may take a few
minutes to load all of your information and sign you into Edge Factor. You may have to reload

the page a few times. The next time you login to the platform it will sign you in with a few
seconds.
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This process is similar to adding an external learning tool to a unit but makes it easier for people
to use. Since it's a "Quicklink" it'll update the link to reflect whichever course you're in.

Step 1.

Click on the settings gear and select "Navigation and Themes".

Step 2.

Then click on the "Custom Links" tab and filter the results by "Groups". Find the group that you
want to add the link too. In this case it is the "Class Toolkit" that we have made available to
almost every course.

Mavbars Themes Custom Links

m Create Link Group
Filter by: Links

Step 3.

You'll want to "edit" this Link Group. At the bottom of the page there's an option to "Create Link".

Step 4.

On tr,?e "Create Link " page give the link a name, ex. Edge Factor. Then click the "Insert Quicklink"
button and select "External Learning Tools". Select the Edge Factor External Learning Tool and
then click "Create".

Optional: Click here to download an icon that you can use for the Edge Factor app.

Create Custom Link Insert Quicklink

= . s
®° Discussions
Behaviour Width {px]

- %1 External Learning Tools

& Google Drive
e
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https://f.hubspotusercontent00.net/hubfs/6413859/D2L/EF%20App%20Icon.png

Step 5.

You will now see Edge Factor show up in your "Class Toolkit" dropdown!

NOTE: If you have different navigation bars setup for students and teachers you will want to

make sure you add Edge Factor to both. This will ensure that both students and teachers can

easily login to Edge Factor.

My Class ~ Class Toolkit ~ How To Vide

Research Guide

Learn 360

MyBlueprint

OERE

TVO Mathify (formerly Homework Help)

Video Assignments

Microsoft Teams

Edge Factor
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